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Older adults lose money every year to financial exploitation and fraud, more commonly known as a scam. However, with 
the right knowledge, it can be much easier to identify when something is not right before it’s too late. Here are three 
scams that are often reported and what you can do to avoid becoming a victim.

Social Security spoof
In this scam, the caller poses as a representative of the Social Security Administration (SSA) and threatens the victim with 
arrest or legal action if they don’t call a specific phone number or press a number to address the issue. If you have caller ID 
and screen calls, they may “spoof” the phone number so it looks like the call is coming from a Social Security hotline.

What to do: Social Security rarely calls individuals and would not threaten arrest or legal action. If you get a call like this, 
hang up. You can also report calls to the SSA Office of the Inspector General by submitting a report on the OIG website 
or by calling 800-269-0271.

Grandparent scam
Someone calling pretends to be a grandchild, claims to have been in an accident or legal trouble, and asks for money to 
be sent right away.

Scammers may ask for the cash to be sent in several separate envelopes or placed between the pages of a magazine and 
sent through several carriers, such as UPS, FedEx, and the U.S. Postal Service.

What to do: If you get a call like this, don’t rush to send money. Stop and call the grandchild back on a correct phone 
number and verify where they are. If you have mailed cash, report it right away to the postal service or carrier you used. 
You may be able to stop delivery if you have a tracking number and act quickly. You should also file a complaint with the 
Federal Trade Commission (FTC) on their website.

Fake charity
Scammers have several variations on using a fake charity to steal money. One very common tactic is to take advantage 
of both victims of natural disasters and those who want to help out after a devastating event. Generally, scammers 
impersonate the charity to get money or information. They may also set up fake websites or claim to be from the IRS to 
collect information, saying they’ll help with filing loss claims or tax refunds.

What to do: Be cautious with unsolicited requests, especially after a natural disaster. To find reputable charities, look for 
an organization’s rating on places such as GuideStar or Charity Navigator. 

To find legitimate help after a disaster, use the National Council on Aging’s Benefits CheckUp disaster assistance tool.

General rules to avoid being taken advantage of:
• Never provide personal information such as your Social Security Number, bank account numbers, or 

birth date to anyone who contacts you unsolicited.

• Never send money to anyone who contacts you if you don’t know them personally. 

• Join the Federal Do Not Call list by visiting donotcall.gov. Your state may have a No Call list as well.

NOT FDIC/NCUA INSURED, MAY LOSE VALUE INCLUDING LOSS OF PRINCIPAL, NO BANK/CU GUARANTEE, NOT A DEPOSIT, NOT INSURED BY ANY FEDERAL GOVERNMENT AGENCY.

How to recognize (and help 
avoid) common phone scams
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Securities distributed by Sammons Financial Network®, LLC., member FINRA. Insurance products are issued by Midland National® Life Insurance Company (West Des Moines, IA). Sammons Institutional 
Group®, Inc. provides administrative services. Sammons Financial Network®, LLC., Midland National® Life Insurance Company and Sammons Institutional Group®, Inc., are wholly owned subsidiaries 
of Sammons® Financial Group, Inc. Sammons Retirement Solutions® is a division of Sammons Institutional Group®, Inc.

A.M. Best is a large third-party independent reporting and rating company that rates an insurance company on the basis of the company’s financial strength, operating performance, and ability to meet 
its obligations to policyholders. S&P Global Ratings is an independent, third-party rating firm that rates on the basis of financial strength. Fitch Ratings is a global leader in financial information services 
and credit ratings. Ratings shown reflect the opinions of the rating agencies and are not implied warranties of the company’s ability to meet its financial obligations. The above ratings apply to Midland 
National’s financial strength and claims-paying ability. A) A.M. Best rating affirmed on August 29, 2023. For the latest rating, access ambest.com. B) Awarded to Midland National® as part of Sammons® 
Financial Group Inc., which consists of Midland National® Life Insurance Company and North American Company for Life and Health Insurance®. C) S&P Global Ratings’ rating assigned February 26, 2009 
and affirmed on May 24, 2023. D) Fitch Ratings’ rating affirmed an Insurer Financial Strength rating of A+ Stable on November 30, 2023. The rating reflects the organization’s strong business profile, low 
financial leverage, very strong statutory capitalization, and strong operating profitability supported by strong investment performance. For more information access  fitchratings.com.

We know you want to live well and retire well. But in order to do that, you need your retirement funds to last. As a division of Sammons 
Institutional Group®, Inc., Sammons Retirement Solutions® specializes in portfolio-management solutions, such as mutual fund IRAs, variable 
annuities, and fixed and fixed index annuities. Annuities are issued by Midland National® Life Insurance Company. Sammons Institutional 
Group and Midland National are wholly owned subsidiaries of Sammons® Financial Group, Inc. Through this affiliation, we’re a trusted 
partner positioned to stand strong well into the future. 

For more than a century, Midland National has stood by their customers—focusing on providing growth, income, and financial protection. 
Midland National brings their strong history and proven financial track record to each annuity. Independent rating agencies have awarded 
the following ratings:

Helping you enjoy a life of living well

Let’s work together. Now is the time to work with your financial professional to develop a strong retirement plan you believe in.  
In the meantime, see if your values align with ours and if our simple, innovative, and straightforward solutions may be right for you.  
Visit srslivewell.com. 
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A.M. BestA,B (Superior) (Second category of 15)
S&P Global RatingsB,C (Strong) (Fifth category of 22)
Fitch RatingsB,D (Stable) (Fifth category of 19)
Ratings are subject to change.
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